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Congratulations on the purchase of your Signum loT Gateway!
Please follow these instructions to install and configure your Signum.
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Mount & connect your Signum module
1. The Signum module is compatible with standard DIN rail cabinets and clicks into place.

2. Connect the Signum to your local network with an ethernet cable.

3. Connect the provided Molex-to-Molex cable with the Molex connector on your Signum and
connect with another Velbus module already installed. If you have older Velbus modules
without Molex connectors, cut & strip one end of the Molex-to-Molex cable and connect each
wire to the corresponding connection of your existing Velbus installation.
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The Velbus bus cable colors are arranged in the following order:

Color Connection Indicator

Red Power 15V (+ 3V) + m
Black Power GND -

Yellow CANbus High H U S -

White CANbus Low L
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4. Write down or take a picture of the information on your Signum, you might need this
information later.

“ vMBsiG-20
I ABCDE3F4

VMBSIG-20
0 ABCDE3F4

If this LED is not turned on, please check your connec‘nons and the power to the Signum.

6. Press the RMT button (CH1) on the top left of the module.

P-VMBA4DIN-TOP-V1.6.4

VMBSIG-20
ABCDE3F4
A1:28:01:C3:DE

The green LED will light up, indicating the start of a 1O minute timer to allow remote
connections and the configuration of your Signum. If you run out of time, simply press the
button again to start a new 10 minute timer.

You are now ready to configure your Signum.
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Configure your Signum module

Your Signum loT gateway runs the Velbus Signum software platform, a Velbus-adapted environment
based on the open-source Home Assistant project. It provides an intuitive dashboard of your Velbus
installation on your smartphone, tablet or web browser.

Please follow the next steps to configure your Signum loT gateway using the Velbus Signum platform.
You can do this via the Velbus Signum app on your smartphone (for installations that are already set
up) or via Velbuslink (for installations that still need setting up).

Caution: Configuring the Velbus Signum platform should be the final step in your Velbus installation
process, so ensure your Velbus installation is set up completely. Failure to set up your Velbus
installation beforehand will result in an empty Velbus installation in your Signum loT gateway,
necessitating a rescan when the Velbus installation has been properly configured. Use Velbuslink and
our software guide to setup, configure and finish your Velbus installation.

Via Velbuslink:
1. Download and install the latest Velbuslink software via
https://www.velleman.eu/downloads/velbus/velbuslink/velbuslink-latest.exe

2. Start with a new project and connect to your existing installation:

VelbusLink 11.2.2 serData\P
Home
o / @R [+ ® Latest version
hew o
rew open Go to Signum  Troubleshaoting Refresh
project Working offine Modules
5 ¥ New Project Wizard 8 Welcome | actions
H Connect to your installation % New project [ Open project
Making a connection between the computer and vour madules /., starta new project with the Open an existing
Name New Project Wizard. VelbusLink project
MyProject.vip e
Open back-up
~/ Openabackedup
project file.
., Recent projects
/§/ Select your connection methac:
&~ C:\Users Pieter|\OneDrive - Veleman Group v velleman\pemo!Velbus proj
o Ct\Users Pieter|\OneDrive - Velleman Group v Velleman\pemolVelbus proj
D:\UserData'Pieter Desktop MyProject.vip
) work offine Ci\Users Pieter|OneDrive - Veleman Group nv Velleman\pemolVelbus praj
C:\sers Pieter\QneDrive - Veleman Graup nv Welleman\Dema'Velbus preji
Clear Open
caok Coreel
Hide disabled channels

Legend

3. Select the option ‘Connect to Signum’ and select your Signum ID from the list.

L3 Establish a connection X 03! Establish a connection
Yelbus Connection Wizard Connect to Signum or USBIP (TCP/IP)
Select 5 connestion method based on your curent Velbus selup Connect ta a Signum ar USBIP over your Incal LAN, This list wil autarnaticaly refiesh every second
) Model Name IP Passward
) Direct cable connection (R$232, USB) sianum32 Your Signum ID 5

Connect to the Welbus using a direct cable to one of the inteiface
modules VMBSIG, YMBUSEIP, WMCM3, WMB1USE, YMBIRS or
VMERSUSE.

(@ iCannect fo Signum of USHIF (TCRAPR]
Cornect to & Signum or USBIP aver paur local LAN

) Connect to HomeCenter Server (TCP/IP)
Connect to HomeCenter Server over pour local LAN or over the.
Intemet.

) Netwark connection (TCP/IP)
Connest to 3 custom server on you local LAN o aver the Internet,

Enter manually Copy IP o dlipboard

Cancel < Back Cancel

If you cannot find your Signum, check if you are connected to the same network as your
Signum and if the RMT LED on the module is turned on.
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4. To setup your Velbus installation, choose ‘Scan my installation for modules’ and ‘Auto-assign
addresses’. If the installation has already been configured before, uncheck the ‘Auto-assign
addresses’ option.

¥ Mew Project Wizard

Populating your project
Scan for modules in your ingtallation to populate your project

A Select how modules are added to your project:

(®) Scan my installation for madules

() Start with an empty praject and add modules later

< Back Cancel

5. Fora first time installation, you can start with blank modules, otherwise you select ‘Read
settings from my existing installation’. Depending on the size of your Velbus installation, this
might take a while.

V' New Project Wizar Reading settings from module..

Synchronise modules

Match the project configuration with the configuration in the physical modules _d 1
]
Module: 01.02.05. YMBELD
Type: WBELO
Address: 0
Build: 221

Select whether or not the module memories are retrieved:
Memony size: 20480 bytes
(@) Read settings from my existing installation [recommended) Speed: 436 bytes/zec.
Maodules with an invalid add ill ok b d
[Modules with an invalid address will not be read) Performing task 15
() Start with blank modules This module

Sync total

< Back Cancel

6. Save your project file, you will need it later in the process.
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7. InVelbuslink, push the button ‘Go to Signum’ in the top right corner.
N

VelbusLink 11.2.2 - D:A\UserData\Pieter\Desktop

Home 0 bytesfsec
P 0) —~ oy - -
7~ B X R U @ Ya e
New Open Save Close Disconnect Scan  Synchronize Sync dock Go toSignum ubleshooting Refresh
Project Connected Modules
g Project navigation Weicome | Actions | Logging
= & —
il@ovaApa 2 0 oE- 3 ™ @
5 | Name Addr, (hex) Type Buld L -
B | =17 MyProject.vip I
& [E vveeLo poN-] 01,0205 VMBELO 2221 As initiator
a WMBRFRBS 03 VMBRFRBS 1936 Initiator Action Subject
[ vmeRYS =] 06 VMBIRYS 2407
u VMBTIN - Home 08 VMB7IN 2306
u WMBYIN - Devices 09 VMB7IN 2306
VMB4RYLD 10 VMB4RYLD 2407
B WMBSIG-20 15 VMBSIG-20 2407
As subject
Initiator Action Subject
tide disabled channels
Legend
394644ce 192.168.4.128 Bus Active/Receive Readv
This will open your default web browser to the local IP address of your Signum with the
Quickstart guide.
= Y Signum Quickstart * + ~ — O >

C @ Q  192.168.1.12 — w4+ & @ H

Signum Quickstart

Welcome to the Signum Quickstart.
Before we start, some basic checks:

e +/ Local bus connection active
e " RTC

* +/ Signum services running

Follow the instructions of the Quickstart guide.

April 2024 Page 6 of 19



®
/Ve l b u S Velbus Signum loT Gateway (VMBSIG-2*) install guide

Via the Signum app on your smartphone or tablet:
1. Download the Velbus Signum app for your device
e iPhone: https://apps.apple.com/be/app/velbus-signum/id1444280978
e Android: https://play.google.com/store/apps/details?id=be.velbus.SignumApp

2. Open de Velbus Signum app, let it scan and your Signum should be shown:

Devices Add  Help Devices Add  Help

Scanning in 6s Scanning in 7s
Add a Signum by pressing the ‘Add' button.

Signum =

If you cannot find your Signum, check if you are connected to the same network as your
Signum and if the RMT LED on the module is turned on.

3. Personalise your Signum by pressing the hamburger menu on the right of your Signum.

< Device info

General

Identifier
The identifier (8 characters) of your Signum.

ABCDE3F4
Name
The name you wish to give to this Signum.
Mijn Signum
Devices Add  Help _
Connections
Scanning in 7s Local connection active  True
/"\\\ Network hostname
, — j Address 192.168.1.12:80
Slgnum __/ ABCDE3F4.signum.velleman.cloud:443
\"\«,...-

Enter a personalized name for your Signum and press the back button on the top left.

4. Now press the name of your Signum. You will see the Signum Quickstart.

Sl
J Next
Quickstart

Welcome to the Signum Quickstart.

X Before we start, some basic checks:
Devices Add  Help

« +/ Local bus connection active
e Vv RTC
¢ v/ Signum services running

Scanning in 4s

Follow the instructions of the Quickstart guide.
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Quickstart guide

This guide will setup the Velbus Signum platform on your Signum gateway.

1. Your Signum will do a quick health check before starting the Quickstart. Click Next.

Signum Quickstart

Welcome to the Signum Quickstart.
Before we start, some basic checks:

* + Local bus connection active
* +/ RTC
* +/ Signum services running

If any of the checks are not green, please wait a few more minutes (your Signum might be
booting up (status LED on your module is white). Also check your connections and reset the
Signum if the problem persists.

VMBSIG-20
ABCDE3F4

2. The Signum will check for updates. Click Next.

Signum Update

1.7 Checking for updates

We are checking for updates, please wait.
If an update is available, please install it to make sure you are using the latest version.

3. Subscribe to the Velbus newsletter to receive the latest updates and click Next.

We strongly advise you to subscribe to the Velbus newsletter and updates so we can inform you about important issues
concerning the Signum and Velbus. We won't misuse your data or send you spam. You can unsubscribe at any moment.

Velbus Updates

Email Address
First Name
Last Name

Company
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4. We will now start the configuration of your Signum loT gateway. Click Next.

Welcome to the configuration wizard of your Signum loT gateway!

During this wizard we will prepare your Velbus installation to enable visualization, remote control and
integration with other smart home services.

Your Signum loT gateway runs the Velbus Signum platform, a Velbus software environment designed for
reliable integration with your Velbus installation and Velbus Cloud services. The Velbus Signum platform is
based on the open-source Home Assistant® project and allows you to automate and manage your home
using dashboards, automations and integrations.

This implementation includes modifications developed by Velbus to ensure stable operation and optimal
compatibility with Velbus installations.

Home Assistant is open-source software licensed under the Apache License 2.0. The Velbus Signum
platform is not an official Home Assistant distribution and is not endorsed or supported by the Open Home
Foundation.

Depending on your installation, this wizard will take approximately 5 to 30 minutes.

5. Select your preferred language at the bottom left and click ‘Create my smart home’.

Create user
Welcome!

Let's get started by creating a user account.

Are you ready to awaken your home, reclaim your privacy and join a worldwide
community of tinkerers?

CREATE MY SMART HOME Username*

RESTORE FROM BACKUP

Password* o
Choose a strong and unique password. Make sure 1o save t, 5o you don't forget it
9 9 @ Confirm password* o
Read our vision Join our community Download our app
English - Help
9 English - Help

You will be prompted to create a profile for your Signum. Fill in your name, pick a username
and a strong and unigue password. Do not loose this password since there is no way to
recover it! If you loose your password, you will have to factory reset your Signum.

Click ‘create account’.

CREATE ACCOUNT
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6. The Signum will scan your network for compatible devices and show them here. Mind the
Velbus Signum icon in the list. You can click Finish and set these devices up later.

We found compatible devices!

These are found on your local network. Some are already added, others may need
extra configuration.

@' UPNP N

DLNA Digital Media UPNP/IGD Velbus Signum
Server
English - Help

7. Your will see your Signum dashboard. Your dashboard will be empty or show no Velbus related
items. Mind the Velbus tab on the left.

=¢ Velbus Signum Home aQ
[ H Overview _
o Pieter Unknown
# Energy
B wmap
= Logbook
M  wistory
m Calendar
|g Media
ﬂ To-do lists

Velbus

/*  Developer tools

Q Settings

‘ Notifications o

® Pieter
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8. Now go to Settings / Devices to setup the Velbus installation in your Signum.

=< Velbus Signum Settings Q

= - .

=8 Overview Signum Cloud 5
Control your home when away

4 Energy
Devices & services N

B Map Integrations, devices, entities and helpers

= Logbook Automations & scenes N
Automations, scenes, scripts and blueprints

M  History
Areas & zones N

EI Calendar Manage locations in and around your house

@ wMedia Dashboards N
Organize how you interact with your home

E To-do lists
Voice assistants N

&= Velbus Manage your voice assistants
Tags N
Set up NFC tags and QR codes

/% Developertools

X settings People >
Manage who can access your home

A notifications System >

- Create backups, check logs or reboot your system

P Pieter
Q Tip! Press 'c’ on any page to open the command dialog

9. Click the Configure button on the Velbus Signum block.

<« Integrations Devices Entities Helpers
Q, search integrations =
Discovered

TP-LINK_E60640:1 Velbus Signum
DLNA Digital Media Server

m fonoRs

UPnP

Wireless Router TL-WDR4300
UPNP/IGD

m fonoRs

Configured
5: Shopping List > /-V Velbus Signum >
1ENTITY 1 ENTRY

You will be asked to read your installation. You can either scan your installation or upload a
VelbusLink project file. The latter is recommended if you have this available, since it will be
much faster then scanning your entire installation (this can take up to 30 minutes or more,
depending on de size of your Velbus installation. If you don’t have an up-to-date VelbusLink
project file, choose scan and read the Velbus-modules.

Read the installation X Scanning the installation X

To read your installation, choose an option from the list below:

Skip this, I'm re-ading the integration in Home Assistant. >

()

Reading module 1 of 7

Scan and read the Velbus-modules. This can take a while (30 minutes or more, ... >

Upload a VelbusLink project file (.vlp). (Recommended) >
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10. Once you see the message ‘Installation complete’, press ‘Submit’.

Installation complete X

SUBMIT

11. Now click the Overview tab and you will see your Velbus installation in the Signum.

=¢ Velbus Signum Home
2 Pieter Unknown Sensor Switch

+ e # Domotica 24h 55.83 kWh i ConsumptionMax
3 v Button # Domotica Actual ow i EV charger
= Hoshook L"_k‘ Bin-EV-Automatic fress # Domotica Total 55.83 kWh i EVcharge_Fast
@ pston L smbvfast fress 4  EVConsumption 24h 3,854.03 kWh i Evcharge_Manual
© coender W B eV Nomal fress 4 EVConsumption Actual ow i Evcharge_Normal
o e W BnEvSow fress 4 EVconsumption Total 3,854.03 kWh i Evcharge_slow
= Toelete W B EvTrickle fress 4 EVinjection 24h 0kwh i Evcharge_Trickle
= vebee 4 EVinjection Actual ow i Light cabinet

4 EVinjection Total 0kwh B notinuse

# Home Cons. copy 24h 8,247.3 kwh i Not in use

4  Home Cons. copy Actual ow
Vad Developer tools 4  Home Cons. copy Total 8,247.3 kWh
£ settings 4  HomeConsumption24h  8247.3kWh

# Home Consumption Actual ow
. Notifications

i # Home Consumption Total 8,247.3 kWh

¥ Pieter

Nothing to see there? Please wait a few seconds as the integration might be loading.

If your dashboard stays empty, go to Settings / Devices, choose ‘Velbus Signum’ and reload
the integration. If no devices are shown on your dashboard, please set up your Velbus
installation first, as unconfigured Velbus devices will not be shown.

Configured
5: Shopping List > N Velbus Signum >
1ENTITY 84 DEVICES

Hubs
~elbus

84 devices and 247 entities

Custom integration ADD HUR &  Reload
Rename
(o0 84 devices >
Q System options
&% 247 entities >
® Disable
N Documentation A
W Delete

&

## Known issues

#_ Enable debug logging
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Using the Signum loT gateway

Using the Signum is an easy way to control your Velbus installation. Have a look at our Youtube
channel to get to know your Signum and how to use it.

These functions might come in handy:

Setting up remote access in the Signum loT gateway
If you want to access your Velbus installation outside your home network, you can easily set this up by
going to Settings / Signum Cloud.

= Velbus Signum Settings Q

u= i .
= Overview Signum Cloud S
Control your home when away
Energy

Devices & services 5
[= I Integrations, devices, entities and helpers

i=  Logbook Automations & scenes 5
Automations, scenes, scripts and blueprints
M  History
Areas & zones N
(3] calendar Manage locations in and around your house
@ wmedia Dashboards

QOrganize how you interact with your home
M Todolists

Voice assistants

= Velbus Manage your voice assistants

Tags
Setup NFC tags and QR codes

People 5
Manage who can access your home

System 5
Create backups, check logs or reboot your system
Vad Developer tools

Q Tipt Press'm’ on any page to get the My Home Assistant link
£ settings

A Notifications

P Pieter

Activate the cloud access functionality in the top right corner.

Activating cloud access
Activating cloud access will enable you to securely connect with your Signum without port forwarding or other network configuration on your part.

Activate cloud access . Enabled

Accessing your Signum with the Velbus Signum app
To add this Signum to your list of Signum devices in the Velbus Signum app, go "back” in Android or iOS, press "Add" and enter the ID listed below when
prompted.

394644ce

Accessing your Signum with a browser

To access this Signum through your browser, browse to the URL listed below.

signum.velleman.cloud

Accessing your Signum with VelbusLink

For a remote VelbusLink connection, configure port-forwarding as explained in Configuration > Network Settings > Set Up DDNS.

Once activated, you can browse to your Signum for anywhere in the world with an internet connection
by using the Velbus Signum app or your favourite browser with the provided url:
https://YOURSIGNUMID.signum.velleman.cloud
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Troubleshooting

LED behaviour of the Signum Module
Troubleshooting your Signum loT Gateway starts by analysing the LED’s on your module.

: DD.DDL’JDE] :

VMBESIG-20
ABCDE3F4

Please check if the PS LED is on. If not, please check your connections and the power to the Signum.

The STAT LED on middle left provides general information about the status of your Signum:

LED | Colour Situation
O White flashing (1x) Your Signum is booting up — please wait a moment
‘ Green flashing (1x) Your Signum is operational and everything should work fine
O Yellow flashing (5x) There is a warning, check the Signum web interface
! Red flashing (5x) Your Signum has encountered an error, check the error code

There are also 4 LEDs on the bottom right of the module. If the Signum encounters an error, a specific
combination of LED’s will be shown, helping you identify the problem:

LED1 | LED2 | LED3 | LED4 | Situation
1 Your Signum did not get an IP-address
‘ Your Signum cannot be scanned on the local network
[) [ Your Signums web interface is not available
‘ Your Signums self-recovery service is not available
‘ ‘ ‘ ‘ Your Signum can’t communicate with the Compute Module 4

If you should encounter one of these errors, please reset your Signum by pressing the RESET button
and checking your connections. If the problem persists, please follow the steps to factory reset your
Signum.

If you still encounter problems after the factory reset, please create a support ticket via help.velbus.eu
and prove us with your Signum ID and a brief description on what’s going on.
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Factory Reset Your Signum

If your Signum is not functioning properly, you can try to resolve the issue by doing a full reset of the
Signum to factory defaults. This will delete all user accounts, dashboards, widgets, settings and
network settings without recovery option in the Signum. The configuration in other modules in the
Velbus installation, usually configured with VelbusLink, will be unchanged.

You will need physical access to your Signum to do a Factory reset.

Via the Signum Interface:

Go to Settings / System
=< Velbus Signum Settings Q
= i "
=N Overview Signum Cloud N
Control your home when away
4 Energy
Devices & services N
B Map Integrations, devices, entities and helpers
= Legbook Automations & scenes N
Automations, scenes, scripts and blueprints
m History
Areas & zones N
m Calendar Manage locations in and around your house
@ Meda Dashboards N
Organize how you interact with your home
E To-do lists
Voice assistants N
= Velbus Manage your voice assistants
Tags N
Set up NFC tags and QR codes
ad Developer tools People >
Manage who can access your home
P System N
L=l Create backups, check logs or reboot your system

‘ Notifications
Q Tip! Press ‘'m’ on any page to get the My Home Assistant link
PS Pieter

Chose Factory reset & press the reset button

Factory reset N
Reset your Signum back to factory defaults

< Factory reset

This will delete all user accounts, dashboards, widgets, settings and network settings without recovery option in the Signum. The
configuration in other modules in the Velbus installation, usually configured with VelbusLink, will be unchanged.

Please note that if you have previously configured a static IP address for this Signum, it will reset to DHCP, making this page become
unavailable. If this is the case you will need to navigate to the new IP-address of the Signum. You can always find the IP-address of the
Signum(s) in your LAN in VelbusLink = Connect = Connect to Signum.
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Via the rescue URL in your browser (Cloud):
Navigate to https://YOURSIGNUMID.signum.velleman.cloud/health/rescue in your favourite browser.
Change the YOURSIGNUMID to your personal Signum ID, printed on the module:

Attention: You must be connected to the same network of your Signum and cloud access will need to
be enabled.

Via the rescue URL in your browser (local):
Navigate to YOURSIGNUMIPADDRESS/health/rescue in your favourite browser.
Change YOURSIGNUMIPADDRESS to the IP address of your Signum, for example 192.168.1.12.

You can find the IP address of your Signum via the Velbus Signum app on your smartphone:

1. Open the Velbus Signum app and press the hamburger menu on the right of your Signum. You
can find the IP address on the bottom right in the Device info tab.

< Device info

General

Identifier
The identifier (8 characters) of your Signum.

ABCDE3F4

Name
The name you wish to give to this Signum.

Mijn Signum

Devices Add  Help _
Connections

Scanning in 7s Local connection active True
Network hostname
" Address 192.168.1.12:80
Slgnum ABCDE3F4.signum.velleman.cloud:443

If you cannot find your Signum, check if you are connected to the same network.

2. Now enter that IP address in your favourite browser, followed by /health/rescue .
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Reset process

1.

Press the RMT button on your Signum (the first button on the left). The green LED will light up,
indicating the start of a 10 minute timer before the authentication service is suspended.

VMESIC-20
ABCDE3F4
C A1:28:01:C3: D€ F8

If you are too late (the green LED is turned off again), you can simply press it again to start a
new 10 minute window.

Refresh the Factory reset webpage in your browser
https://YOURSIGNUMID.signum.velleman.cloud/health/rescue
OR YOURSIGNUMIPADDRESS/health/rescue

Factory reset Signum

Step 2/2: Press OK to do a full reset of the Signum to factory defaults. This will delete all user accounts, dashboards, widgets, settings and network
settings without recovery option in the Signum_ The configuration in other modules in the Velbus installation. usually configured with VelbusLink,
will be unchanged.

After resetting, yvour Signum will be operational in 2 minutes.

Please note that if you have previously configured a static IP address for this Signum, 1t will reset to DHCP, making this page become unavailable. If

this is the case you will need to navigate to the new IP-address of the Signum. You can always find the [P-address of the Signum(s) in your LAN in
VelbusLink > Connect = Connect to Signum.

(08 Cancel

Press OK, you will see a countdown update every second.

Factory reset Signum

Dlease wait while the Signum 1s being reset. When the counter reaches zero vou will be redirected to the application automatically.

Time left: Im 57s
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4. When the countdown has reached zero, the page is automatically refreshed, bringing you
back to the Signum Quickstart.

Signum Quickstart

Welcome to the Signum Quickstart.
Before we start, some basic checks:

» " Local bus connection active
s W RTC

*  Signum services running

If the refresh is not automatic, please manually browse to the following URL:
https://YOURSIGNUMID.signum.velleman.cloud/
OR YOURSIGNUMIPADDRESS/health/rescue

FAQ

Difference between Velbus Signum platform and a standard Home Assistant

At Velbus, our goal is to offer a smart home platform that combines reliability with the flexibility to
integrate with other systems. Maintaining this balance between stability and flexibility is not always
straightforward.

For this reason, the software running on the Signum gateway uses the Velbus Signum platform, a
Velbus-adapted environment based on the open-source Home Assistant project. This environment can
be considered a streamlined version of the full Home Assistant ecosystem where certain functions are
not enabled by default. These limitations help ensure system stability and guarantee optimal
compatibility with the Velbus installation.

The Velbus integration works seamlessly within this environment, and many integrations with third-
party systems remain available.

Advanced users who require additional functionality can enable the Advanced Mode in the Signum
settings. This mode allows access to additional Home Assistant configuration capabilities, including
modifying configuration files such as configuration.yaml and installing integrations that require deeper
system access.

Please note that enabling Advanced Mode may affect the stability of the system and therefore falls
outside the supported Velbus configuration. Advanced Mode can be disabled again at any time,
restoring the standard supported Signum configuration.

Voice assistants such as Google Assistant and Amazon Alexa are currently not enabled in the standard
Signum environment due to security and reliability considerations. These integrations may be
supported in future updates once they can be offered in a secure and stable way.

Users who prefer to experiment with the full Home Assistant experience can also install Home
Assistant independently on their own hardware (for example on a Raspberry Pi or other
minicomputer). In such cases the native Velbus integration provided by the Signum platform is not
available. Instead, users may choose to install the community-developed Velbus integration available
through the Home Assistant community. Please note that this community integration is not developed
or supported by Velbus.
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The Velbus Signum platform includes software based on the open-source Home Assistant project. This
implementation is modified by Velbus and distributed as part of the Velbus Signum system. It is not an
official Home Assistant distribution and is not endorsed, certified or supported by the Open Home
Foundation. The Open Home Foundation is not associated with the operation of this software and
cannot be held responsible for its functionality.

Can the Signum operate behind a firewall?

The Signum gateway operates without issues in most standard networks. However, when installed in
networks protected by a firewall, it may be necessary to allow certain network connections. This can
be configured together with your network administrator.

For time synchronisation the Signum uses an NTP server. To allow NTP traffic, the firewall must allow
outbound UDP traffic on port 123.

To enable the Velbus Signum Cloud functionality, the firewall must allow outbound TCP connections
on port 443 as well as outbound UDP/TCP connections on port 7844,
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